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Abstract—As data centers continue to expand in size and
complexity, obtaining global traffic insights necessitates aggre-
gating statistical data from numerous individual nodes, a process
critical for effective network management. However, in data
centers, existing approaches often rely on querying individual
endpoint hosts to gather cluster-wide statistics, which introduces
substantial latency and reduces efficiency, particularly in large-
scale deployments.

To address this issue, we propose HIMON, a cost-efficient
and high-accurate distributed monitoring system for optimizing
traffic aggregation. HIMON enables distributed nodes to perform
real-time, flow-level statistical processing and report the data to a
master node with minimal bandwidth consumption. The master
node aggregates the collected data to construct a comprehensive
global traffic view. To enable high-speed and high-precision per-
packet processing on child nodes, we introduce MaxSketch.
MaxSketch’s data structure and update strategy allow it to
accurately estimate child node traffic with minimal memory
and computational overhead. For high-speed aggregation on the
master node, we present PolySketch, which significantly boosts
aggregation efficiency by delegating most computational tasks to
the child nodes. Together, the hierarchical sketch structures of
MaxSketch and PolySketch form the HiMon monitoring system.

Experimental evaluations demonstrate that HiMon surpasses
baseline algorithms, achieving a 17-210× improvement in traffic
processing efficiency, a 25-42× reduction in master node band-
width consumption, and a 3.69-8.97× increase in accuracy.

Index Terms—Monitoring, Sketch, Data Center

I. INTRODUCTION

Modern data centers house hundreds to thousands of servers,
forming the backbone of cloud computing infrastructure. Ten-
ants deploy their applications on these servers, generating
massive traffic volumes, e.g., platforms like AWS manage
over 100 million requests per second. To ensure consistent
performance, cloud service providers actively monitor this
traffic and manage cloud networks accordingly. By analyzing
diverse network patterns, providers can identify heavy hit-
ters [13], [26], [33], optimize resource scheduling [17], [23],
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and enhance cloud security [5], [7]. Thus, networking traffic
monitoring is foundational for cloud network operation and
management.

Existing data centers adopt a count and aggregate strategy
for traffic monitoring. This involves two phases: (1) counting,
where entry points (e.g., switches, servers) perform localized
statistical analysis of traffic, and (2) aggregating, where
results are fused to build a global network view. Monitoring
frameworks differ in how they distribute these tasks across in-
frastructure, balancing performance (accuracy, latency) against
resource costs (CPU, bandwidth).

Cloud services are deployed in data centers, but due to
limitations in resources such as network bandwidth and storage
capacity, few monitoring systems can comprehensively track
all the traffic within a data center. Monitoring individual
clusters or logical units offers a more efficient and feasible
solution. However, even at the cluster level, challenges persist,
as the system must handle hundreds or thousands of servers
and traffic volumes on the order of terabytes.

Traditional traffic monitoring methods in data centers in-
volve collecting and analyzing data at aggregation points, such
as load balancers, to derive statistical metrics. This approach,
however, places substantial strain on network components
and lacks scalability, limiting its effectiveness in large-scale
environments. Moreover, their visibility is inherently limited to
traffic routed through them, creating blind spots in distributed
architectures (e.g., microservices) where traffic bypasses the
load balancer. In contrast, modern monitoring systems often
collect data directly from end-hosts and aggregate it at mas-
ter nodes for analysis [9], [16]. This approach significantly
reduces the burden on individual components and improves
overall system scalability. However, aggregating metrics across
thousands of servers introduces real-time issues. The time
of each round of traffic monitoring increases linearly with
the network scale. For example, PathDump [28] queries each
end-host every 200 ms and requires 2-3 seconds to gather
information, which delays diagnostics and misses bursty traf-
fic. Secondly, collecting traffic data on the end-hosts will put
pressure on the CPU and bandwidth, as nodes must process
and transmit data continuously. Traditional solutions like Net-
Flow [8] and sFlow [15] mitigate overhead via sampling, but
this sacrifices accuracy for rare or short-lived traffic. Hardware
and computational constraints further force trade-offs between
sampling rates and measurement fidelity. Thus, achieving high-
accuracy global traffic visibility in modern data centers without
prohibitive cost or latency remains an unresolved challenge.

In this paper, we present HIMON (Hierarchical
Monitoring), a lightweight distributed network traffic
monitoring system that collects traffic information of each
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end-host in a distributed manner with high precision and
achieves high-speed aggregation of collected data. HIMON
exploits a lightweight data structure to enable full traffic
processing and introduces a new counter design that improves
measurement fidelity. Furthermore, it achieves high-speed
aggregation at the master node, facilitating the real-time
construction of a global traffic view. HIMON achieves this by
addressing the following two challenges.
High-fidelity Large Flow Profiling without Additional
Memory. Existing sketch approaches require allocating a
certain size of memory for their counters. The size of the
count impacts the accuracy of the sketch. Given that data
center failures are often triggered by high-volume traffic, ex-
isting additional memory space (cost) trade for more accurate
information about high-volume traffic. HIMON challenges this
common practice by reallocating existing counter memory for
large flows. We introduce MaxSketch, a sketch-based measure-
ment algorithm designed for low-cost traffic analysis at each
slave node. Given that data center failures are often triggered
by high-volume traffic, MaxSketch allocates a dedicated area
in the counter to precisely capture large flows information
instead of allocating additional space and uses a more precise
update strategy. To further optimize bandwidth utilization in
distributed data center monitoring systems, the algorithm im-
plements data compression by selectively discarding counters
for certain small flows, significantly reducing the volume
of reported data. This design achieves a balance between
measurement accuracy and bandwidth efficiency. As a result,
MaxSketch reduces statistical error by 72.9% to 88.9% and
achieves 100% accuracy in heavy hitter detection under our
experimental setting.
High-speed Counting Aggregation without Low Accuracy
Loss. In data centers, reduced data volume enables faster
transmission and processing speeds, thereby enhancing aggre-
gation efficiency. However, this advantage comes at the cost
of decreased overall statistical accuracy. HIMON addresses
this trade-off by optimizing both data structures and ag-
gregation procedures, maintaining high aggregation accuracy
while achieving low memory consumption and high process-
ing speed. Specifically, the system employs PolySketch for
rapid aggregation of statistical reports from all node servers,
utilizing a lightweight mapping mechanism to ensure real-
time processing of large-scale data reports at the master
node. Furthermore, to guarantee the accuracy of aggregated
traffic statistics, PolySketch can be flexibly configured with
varying sizes, maintaining a balance between memory usage
and measurement precision. PolySketch maintains over 99.5%
accuracy of heavy hitter detection after aggregation.

We implement HIMON and conduct experiments. The ex-
perimental results indicate that the configuration of HIMON
significantly impacts statistical results. Increasing memory
allocation at either the child or master nodes can substantially
enhance measurement accuracy. However, this improvement
comes at the cost of prolonged aggregation time and higher
reporting bandwidth consumption. HIMON achieves low-cost,
reducing the bandwidth usage of the master node by 25-42×
and decreasing the traffic statistics processing time by 17-
210× compared to baseline algorithms.

In summary, the main contributions of this study are as
follows:
• We design HiMon, a cost-efficient and high-accurate

distributed monitoring system that balances accuracy,
bandwidth efficiency, and computational overhead.

• We propose MaxSketch, a novel sketch-based measure-
ment algorithm that eliminates the need for additional
memory allocation while accurately capturing large flow
information.

• We introduce PolySketch, an efficient data aggregation
mechanism that enables high-speed traffic monitoring
while maintaining over 99.5% accuracy in heavy hitter
detection.

This paper is arranged as follows. Section II summarizes the
background and motivation. Section III provides the design
overview of HIMON. Section IV and V detail the two core
designs of HIMON. Section VI presents the implementation
and evaluation. Finally, section VII summarizes this work.

II. MOTIVATION AND RELATED WORK

A. Motivation

Efficient and accurate distributed network monitoring is
essential for the reliable operation of modern data centers,
where real-time performance is a critical requirement. These
data centers often comprise thousands of servers per clus-
ter, each cluster managed by a centralized controller. With
traffic volumes reaching terabits per second (Tbps), moni-
toring systems must support high-throughput data processing
and transmission efficiency. A main challenge is the timely
aggregation of local traffic statistics at the master node to
maintain consistent global visibility. This requires an effective
and scalable data structure for rapid reporting. To address this,
we adopt a lightweight sketch-based data structure. Sketches
facilitate high-speed packet processing and enable significant
data compression, thereby reducing the bandwidth overhead
for transmitting statistics. This not only alleviates network con-
gestion but also improves the responsiveness of the reporting
mechanism, allowing the master node to quickly assimilate
data from distributed sources. By integrating sketches, the
monitoring system achieves improved scalability, efficiency,
and real-time capability. In the following, we detail the sketch-
based methods employed for distributed network monitoring
and analyze their limitations.

In distributed monitoring, the master node collects statistical
information from each slave node to generate a global view.
This process typically involves two methods. The first method
queries the statistical data from each slave node individually,
followed by aggregation of the results. The second method first
aggregates the statistical data and then performs the query.
Querying Multiple Statistical Results. This aggregation
method involves collecting the statistical data from each node
at the master node and querying them individually. However,
as the number of monitoring nodes increases, both memory
usage and query time grow linearly, making it difficult to meet
real-time requirements. Using the CAIDA dataset, we generate
numerous 1000KB CM-Sketches as the statistical data for each
node. We then query these sketches on a single machine,
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Fig. 1: The increase in memory and time overhead for storing
or querying statistical information for each node.

recording memory usage and time consumption. As shown
in Figure 1, both memory usage and query time increase with
the number of sketches. When the number of nodes reaches
1,000, the query time exceeds one minute, and memory usage
approaches 1 GB. Directly querying statistical data from each
slave node, rather than collecting it at the master node, can
substantially reduce memory usage for storing the statistics.
However, this approach introduces additional aggregation time
due to communication delays. Therefore, aggregating statisti-
cal data is essential. By merging redundant information and
compressing low-density data, we can significantly reduce
both memory usage and query time at the master node.
Merging Statistical Results. The most straightforward sketch
merging method maps counters from the same position in each
sketch to the corresponding location in a merged structure,
either by summing or selecting the maximum value. Figure 2
illustrates both strategies. Using the CAIDA dataset [1], we
generate 10 traffic segments of 3 million packets each. These
are processed using 500 KB and 2000 KB CM-Sketches, and
the resulting sketches are aggregated via sum or maximum
merging. Evaluation based on Absolute Relative Error (ARE)
and Average Absolute Error (AAE) shows that, under 500
KB memory, estimation error increases linearly with data
volume, causing significant overestimation (Figure 3a). Allo-
cating more memory (e.g., 2000 KB) improves accuracy but
raises per-node resource demands, hindering scalability. The
Elastic Sketch proposes a maximum merging variant under the
assumption that flow keys are largely distinct across sketches.
However, real-world traffic rarely meets this assumption, and
changes in the selection of fields that make up the flow key can
further invalidate it, reducing robustness. Figure 3b demon-
strates that memory increase fails to mitigate underestimation
for large flows when key overlap occurs. In summary, sum
merging heightens hash collision risks, impairing estimation
accuracy, while maximum merging loses information about
large flows. Thus, neither method is suitable for large-scale
distributed environments.

B. Related Work

Given these limitations in basic aggregation and merging
techniques, numerous studies have sought to improve the
efficiency and accuracy of distributed monitoring through
alternative strategies. The following section reviews related
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efforts in distributed monitoring, sketch algorithms, and dis-
tributed sketch architectures.
Distributed monitoring. Currently, distributed monitoring
systems leveraging endpoint hosts typically utilize their abun-
dant resources for event monitoring [6], [21], [28], [29]. How-
ever, this often results in high CPU utilization on the end-hosts,
while requesting statistical data from these hosts introduces
additional bandwidth and time overhead. HIMON addresses
these challenges by employing lightweight data structures for
high-speed per-packet monitoring, thereby requiring minimal
bandwidth to report the complete statistical data efficiently.
Sketch Algorithm. Current sketch algorithms are typically
designed with specialized data structures for specific applica-
tion scenarios. FCM-Sketch [27] features a tree-based data
structure that improves memory utilization in CM-Sketch,
resulting in a high-resolution universal data structure. Elas-
tic Sketch [31] uses partial memory to create a key-value
structure, enabling more accurate statistics for large flows.
HistSketch [14] consists of a histogram structure that addresses
key distribution issues through sketches. MC-Sketch [20] is
designed to retain as much information as possible from
high-priority flows, while low-priority flows are relegated
to the lower layer of CM-Sketch. However, most of these
algorithms lack built-in aggregation capabilities. As a result,
when deployed in distributed settings, aggregation can only be
performed using sum or maximum merging methods. These
approaches often lead to significant accuracy degradation, as
discussed in Section II-A.
Distributed Sketch. In order to solve the problem of a
single point of failure, a lot of work has been proposed to
deploy sketches at different locations on a traffic path. Existing
distributed sketch methods primarily aim at efficiently allocat-
ing monitoring tasks across multiple switches, encompassing
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both traffic partitioning and sketch partitioning strategies. Yu
et al. [32] employ the parity of flow key hash values to
partition traffic measurement tasks between ingress and egress
switches. Gu et al. [12] introduce the concept of distributed
sketch and divide the sketch into segments along the traffic
forwarding path, reducing resource usage per switch. Li et
al. [19] propose a lightweight framework that splits sketches
into segments and allocates them across forwarding paths.
However, [12], [19], [32] focus only on sketch task allocation
along a single path. They distribute sketches across different
switches and rely on inter-switch collaboration to reduce the
resource overhead of traffic measurement. These approaches
primarily capture path-local traffic statistics and thus have
limited ability to obtain a global view of network traffic. In
contrast, the distributed sketch method presented in this study
does not concentrate on traffic measurement along a single
path. Instead, it considers traffic at each end host and employs
a hierarchical sketch structure to efficiently aggregate global
traffic, thereby providing a system-level perspective for traffic
analysis.

III. HIMON OVERVIEW

In order to meet the demand for traffic measurement in high-
speed networks of data centers, we have the following three
goals.
G1. High Throughput. The system must achieve exception-
ally high throughput to handle the substantial traffic demands
in data centers. This is essential to ensure that the HIMON
can process and analyze the vast amounts of data generated
without introducing bottlenecks, which could compromise the
performance and reliability of the network.
G2. Bandwidth Efficiency. The system should minimize
bandwidth consumption for data reporting to ensure seamless
deployment in data centers, where resource optimization is
vital for cost efficiency and maintaining the scalability of the
infrastructure.
G3. High-speed Aggregation. The system requires a high ag-
gregation rate to efficiently process large volumes of statistical
data uploaded concurrently from slave nodes. This capability
is necessary to prevent delays during the aggregation process,
enabling timely and accurate traffic analysis, which is vital for
maintaining the operational integrity of data center networks.

To achieve these goals, we design HIMON, as shown in
Figure 4, which consists of two main components: MaxSketch
on the slave node and PolySketch on the master node.
MaxSketch on Slave Node (end-host). MaxSketch is de-
ployed on each slave node that requires traffic statistics. It
monitors the traffic passing through the node and reports the
data to the master node. To achieve G1, we minimize the
packet processing time. Classical sketch algorithm employs
multiple hash functions to mitigate statistical errors due to
hash collisions, but the hash computation is the most time-
consuming part of packet processing. We minimize the usage
of hash computations while ensuring the accuracy of traffic
statistics in MaxSketch. For G2, our goal is to reduce the
data volume reported by each slave node, thus decreasing the
bandwidth usage at the master node. First, we optimize the
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Fig. 4: HIMON design overview

MaxSketch data structure to enhance accuracy, enabling each
slave node to use a smaller MaxSketch for traffic statistics.
This optimization reduces the size of the reported sketch
tables. Additionally, we apply a matrix compression algorithm
to further reduce the size of the sketch tables, thereby mini-
mizing the transmitted data volume and improving bandwidth
efficiency. A detailed discussion of the MaxSketch design is
presented in Section IV.
PolySketch on Master Node. PolySketch, deployed on the
master node, aggregates global traffic statistics. Unlike MaxS-
ketch, which independently monitors traffic, PolySketch ag-
gregates MaxSketch data from all nodes. To achieve G3, we
design a lightweight aggregation algorithm. We observe that
decoding and merging traffic statistics from MaxSketch at
the master node individually incur significant time overhead.
To address this, we propose directly mapping the counters
from MaxSketch to PolySketch using a hash-based method,
eliminating the need for decoding. Furthermore, to reduce
aggregation time, we offload the hash computations to MaxS-
ketch, where they are performed before being reported to the
central node for direct use. Details of the PolySketch design
are in Section V.

IV. DISTRIBUTED MEASUREMENT ON END-HOSTS

A. MaxSketch Design

Insight. In real-world network environments, traffic is pre-
dominantly occupied by a small number of large flows [2], [4],
[10], [30]. Network operators often need to identify the top-k
flows for network diagnostics, making the accurate estimation
of large flows essential for network monitoring [3], [25]. To
prevent small flows from interfering with the estimation of
large flows, we allocate dedicated fields within each bucket to
store statistics for large flows. Additionally, to minimize the
impact of hash collisions, we store the flow key of large flows
in the counters, enabling the filtering of conflicting flows. The
flow key is hashed using an extra hash function into a two-
byte space, which enhances memory efficiency. Furthermore,
to ensure precise identification of large flows, we introduce an
additional field to count packets involved in collisions.

Figure 5 shows the data structure of MaxSketch in one row,
which consists of w buckets. Each bucket contains three types
of fields: ID, PC, and NC, which occupy 2, 4, and 2 bytes,
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Fig. 5: Data structure of MaxSketch
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respectively. A complete MaxSketch can contain multiple
rows. The ID field stores the flow key corresponding to the
flow recorded in the PC field. This ID field is also reused
in the aggregation algorithm, which we discuss in Section V.
Since the length of the flow key is variable, an additional hash
function is used to hash the flow key into a 2-byte space. The
PC field records the frequency of the flow corresponding to
the ID, representing the largest flow in the bucket. To prevent
counter overflow, a larger space is allocated to the PC field.
Additional ID-PC pairs (e.g., ID1-PC1 to IDn-PCn) can
be pre-configured in each bucket to mitigate the effects of hash
collisions. Lastly, the NC field tracks the number of packets
from flows that hash to the bucket but conflict with the ID,
representing small flows within the bucket.

As shown in algorithm 1, upon the arrival of a packet from
flow f , the following operations are executed: first, the sketch
column index h(f)%w is computed based on the flow key to
locate the corresponding bucket. Next, H(f) is computed to
generate a two-byte flow ID, denoted as Hf . After identifying
the bucket storing the packet’s statistics, the counter update
follows one of four cases:

1) If any ID matches Hf , the corresponding PC is incre-
mented by 1. (Fig. 6-f1)

2) If no ID matches Hf and an empty pair exists, insert
(Hf , 1), where ID = Hf and PC = 1. (Fig. 6-f2)

3) If no ID matches Hf and no empty pairs are found, the
NC is incremented by 1. (Fig. 6-f3)

4) If NC exceeds the PC of any pair, the alternative flow
is upgraded to the preferred flow, with PC initialized to
2, NC initialized to 1, and the ID updated to Hf . (Fig.
6-f4)

Before initiating the exchange between PC and NC, we
ensure that PC ≥ 1 and NC ≥ 2. Consequently, initializing
PC to 2 and NC to 1 during the exchange does not lead
to overestimation. This update strategy nearly guarantees no
overestimation of large flows. The only situation that could
cause overestimation arises if two flows collide within the

Algorithm 1 MaxSketch Update Algorithm

Input: flow key k
1: for i = 1→ d do
2: j ← hi(k)
3: id← Hi(k)
4: if any (ID, PC) tuple empty then
5: IDi,j ← id
6: PCi,j ← 1
7: else if any ID == id then
8: PCi,j ← PCi,j + 1
9: else

10: NCi,j ← NCi,j + 1
11: if any m s.t. NCi,j > PCi,j,m then
12: IDi,j,m ← id
13: NCi,j ← 1
14: PCi,j,m ← 2
15: end if
16: end if
17: end for

same bucket, and their IDs also collide. This situation occurs
when both hash computations result in conflicts, a scenario
with a very low probability.

MaxSketch also supports query operations, which is shown
in Algorithm 2. The process begins by calculating the column
index hash value and ID hash value based on the flow key
(Line 2-3). Next, the bucket containing the flow’s statistics is
identified for each row, and the flow ID is compared (Line 4).
If the IDs match, the count from PC is retrieved; otherwise,
the default value of 1 is used (Line 5-7). Finally, the maximum
value from all rows is output as the estimated value for the flow
(Line 10). For instance, as illustrated in Figure 7, to determine
the flow size of f1, we first calculate hi(f1) using the hash
functions of each row to locate the buckets and then calculate
Hf1 as flow ID. The Hf1 matches the IDs in the first and
second rows. Consequently, the PC counter values from these
rows are retrieved, which are 10 and 12. The maximum value
among these counters is selected as the estimated flow size.
Therefore, the estimation of flow f1 is 12.

Algorithm 2 MaxSketch Query Algorithm

Input: flow key k
Output: estimate f̂(k) of flow k

1: for i = 1→ d do
2: j ← hi(k)
3: id← Hi(k)
4: if any IDi,j == id then
5: f̂i(k)← PCi,j

6: else
7: f̂i(k)← 1
8: end if
9: end for

10: f̂(k)← max1≤i≤df̂i(k)
11: return f̂(k);
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B. MaxSketch Compression

Insight. Since the MaxSketch captures only a limited number
of flows within each time window, a substantial portion of
its buckets remain empty. At the master node, during the
aggregation of sketches reported by slave nodes, every bucket
must be traversed, and only nonzero data are processed.
Consequently, empty buckets provide no valuable information
during aggregation at the master node, making their upload re-
dundant. To minimize the computational burden on the master
node and reduce the data volume transmitted by slave nodes,
a compression algorithm is applied to the MaxSketch. By
employing the compression algorithm to offload the filtering
of nonzero data to each slave node, the aggregation efficiency
at the master node is significantly improved.

As shown in Figure 8, each sketch is compressed into
three one-dimensional arrays, namely the row offset array, the
column index array, and the value array. We consider multiple
ID-PC pairs in a bucket as multiple rows. Therefore, the row
offset array contains d∗p+1 elements, where p is the number
of ID-PC pairs in a bucket. In row offset array, each element
ri occupies 2 bytes, and represents the position of the first non-
zero element in the i−th row of the matrix in the column index
array. Additionally, the last element stores the number N of
non-zero elements in the entire matrix. The column index array
contains a total of N elements. Each element ci represents the
column subscript of the value at the corresponding position in
the value array. Combined with the row offset array, it can
uniquely determine a position in the matrix. Finally, the value
array also contains N elements and corresponds one by one
to the column index array. Each element of the value array
contains an ID-PC pair.

In data compression, the NC field is discarded. Because,
during aggregation, each element is assigned to its corre-
sponding block based on the ID field. Due to the absence
of a corresponding ID record, the NC field has only a 1/n
probability of being correctly assigned (see §V). Additionally,
as the number of rows in the sketch is significantly smaller
than the number of columns, the memory overhead of the
row index array is negligible. Each ID-PC pair requires an
additional 2-byte column index on top of its 6-byte data.

row col ID PC

row col ID PC

row col ID PC

Block 0 Block 1 Block n

…
…

2. Insert PC according to the rules1. Determine the bucket 
based on row, col, and ID

MaxSketch

PolySketch

… More slave node

Fig. 9: Aggregation algorithm design

For example, in a MaxSketch containing two ID-PC pairs
per bucket, the compressed memory usage becomes more
efficient when the bucket occupancy rate falls below 87%.
This condition is readily satisfied within a time window.

V. AGGREGATION DESIGN

A. PolySketch on Master Node

Insight. Given the large number of servers in a data center,
recording all the sketches from each server entirely would lead
to significant memory and time overhead, along with poor
scalability and reduced stability. For instance, in a medium-
sized cluster with 1,000 servers, storing all sketches would
require approximately 1 GB of memory, assuming each sketch
consumes 1,000 KB. Furthermore, querying these sketches
would require 1,000 times the time needed to extract statistical
results from a single sketch. Therefore, we use a larger but
fixed number of buckets to ensure the accuracy in aggregation
and efficient memory usage. Considering that the aggregation
efficiency is affected by the processing time of each uploaded
sketch, and further affected by the processing situation of
each element of the sketch, the insertion time of each element
should be shortened as much as possible during the aggrega-
tion.

As shown in Figure 9, PolySketch, deployed on the master
node, is structured as a sketch table with the same number
of rows as MaxSketch but with n times the number of
columns. Here, n is an adjustable integer that depends on the
number of servers. During aggregation in each time window,
n remains constant and does not vary with the number of
servers, ensuring that aggregation can be performed with a
fixed amount of memory. Each sketch table, which has the
same size as MaxSketch, is referred to as a ”block”, meaning
each PolySketch contains n blocks.

The core of the aggregation algorithm involves directly
mapping the compressed data reported by each node to the
corresponding counters in PolySketch, thereby eliminating the
need for decoding and saving processing time. Additionally,
the hash computations required for this mapping are offloaded
to the ID field calculation in each MaxSketch. This approach
not only distributes the computational load but also reduces the
time required to process each entry. By using the ID value
reported by the slave node, the block where the entry is stored
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can be determined directly, enhancing the efficiency of the
aggregation process.

Algorithm 3 Aggregation Algorithm

Input: row index i, column index j, value (id, pc)
1: b← id % N ▷ N is the number of blocks
2: if IDb,i,j == id or IDb,i,j == 0 then
3: IDb,i,j ← id
4: PCb,i,j ← PCb,i,j + pc
5: else
6: NCb,i,j ← NCb,i,j + pc
7: end if
8: if NCb,i,j > PCb,i,j then
9: IDb,i,j ← id

10: PCb,i,j ← pc
11: NCb,i,j ← 1
12: end if

The aggregation mainly includes the following steps. When
the master node receives the sketch value sequence reported
by the slave node, it traverses each value and insert them
into PolySketch. Each reported value includes the row index,
column index, ID hash value, and PC value. First, locate the
block where the value is stored through the ID hash value,
calculate the value of ID modulo n, and quickly obtain the
block index. Secondly, locate the bucket used to summarize
the statistical value in the block based on the row index and
column index, and summarize the reported statistical value to
this bucket. The update strategy of the PolySketch is similar to
that of the MaxSketch (see Section IV-A). The key difference
occurs in the fourth scenario (NC > PC). In this case, after
updating the ID, the PC value in the corresponding bucket is
set to the reported PC value, and the NC value is initialized
to 1.

The PolySketch also supports query operations. First, the
ID is computed based on the flow key. Similar to the update,
the ID is then used to identify the block storing the flow.
Subsequent query operations follow the same procedure as
those of the MaxSketch, as described in Section IV-A.

VI. EVALUATION

We evaluate the performance of HIMON using a tracking-
driven approach. The experiment will be divided into the
following parts.

• Evaluate the efficiency of traffic statistics and bandwidth
usage to validate the advantages of HIMON over central-
ized monitoring (Experiments 1-1 and 1-2).
• Ablation experiments on the core configuration of HI-

MON and provide configuration recommendations (Ex-
periments 2-1 to 2-3).
• Evaluate the aggregation rate of MaxSketch by

PolySketch and analyze the accuracy of PolySketch in
standard tasks (Experiments 3-1 to 3-6).
• Analyze the accuracy of MaxSketch in standard tasks and

evaluate its throughput in packet processing (Experiments
4-1 to 4-4).

A. Setup

Testbed. We conduct tests on all algorithms using a virtual ma-
chine equipped with an AMD R7 2700X, which has 16 cores
with 3.7 GHz clock speed, and 4GB of RAM running Ubuntu
22.04. We use two identical machines to deploy MaxSketch
and PolySketch separately. Machine A processes the traffic
and generates the sketch tables, which are then transmitted to
machine B for aggregation, thereby constructing a distributed
monitoring scenario. Unlike Internet devices, servers within
data centers are centrally managed, allowing for reliable and
efficient clock synchronization across all machines. Therefore,
the evaluation assumes that clock synchronization of servers
is already achieved and does not consider aggregation errors
caused by time discrepancies. Since we do not consider
the impact of data transmission channels in the experiment,
MaxSketch can be deployed on a single machine. It processes
data from different slave nodes in a time-division manner and
then transmits the data to another machine for aggregation.
In the following evaluation, we only use 1 core to process
the traffic. Initially, we load the five-tuple information for all
packets into memory to minimize file operation time.
Dataset. We use the CAIDA Internet Anonymized Traces
dataset [1] collected on January 17, 2019. For small-scale
experiments, we extract a 5-second segment containing ap-
proximately 3 million packets to evaluate single-node perfor-
mance. For large-scale experiments, we employ the full one-
hour dataset, dividing it into 1-second intervals to generate
3,500 traffic segments. This configuration simulates a system
environment with up to 3,500 worker nodes. To address mem-
ory limitations, we compress the dataset by preserving only
the five-tuple and timestamp information, which substantially
reduces experimental memory overhead. Meanwhile, we use
a key-value table to accurately count the actual number of
packets for each flow, serving as the ground truth.
Evaluation Metrics. We consider the following metrics.

• Average Relative Error (ARE): 1
n

∑n
i=1
|fi−f̂i|

fi
, where n

is the total number of flows, fi is the precise value of
the flow, and f̂i is the estimated value. We use ARE to
evaluate the accuracy of flow size estimation; however,
due to the specificity of the algorithm in this paper, the
estimated value is always less than the precise value,
resulting in ARE ≤ 1. Therefore, ARE cannot provide
an accurate assessment when the error is large.

• Average Absolute Error (AAE): 1
n

∑n
i=1

∣∣∣fi − f̂i

∣∣∣. To
address the limitations of ARE, we use AAE to assess
the average packet deviation in flow size estimation.

• F1-score: 2×PR×RR
PR+RR where PR (Precision Rate) is the

ratio of true instances reported and RR (Recall Rate) is
the ratio of reported true instances. We use the F1-score
to evaluate the accuracy of heavy hitter detection. We set
0.05% of the total traffic as the threshold, which means
that flows with packet numbers exceeding this threshold
will be marked as heavy hitters.

• Relative Error (RE): |True−Estimated|
True , which is used to

evaluate the accuracy of entropy estimations.
• Throughput: packets per second (pps), flows per second

(fps), and sketches per second (sps). We evaluate the
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Fig. 10: Time cost on
aggregating slave nodes.
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Fig. 11: Bandwidth cost of
data reports on slave nodes.

insertion and query rates of the sketch using two different
throughput metrics. We also use the third metric to
evaluate the insertion rate of PolySketch.

B. HIMON Overall Evaluation

In this subsection, we assess the overall performance of
HIMON and compare it to centralized methods. The findings
reveal that HIMON surpasses centralized approaches in both
processing time and bandwidth resource usage.
Experiment 1-1 (Traffic Statistics Efficiency). We compare
the efficiency of centralized and distributed traffic statistics
methods. The centralized algorithm processes all traffic on
a single node, while the distributed algorithm distributes
the traffic processing across multiple nodes. For centralized
statistics, we utilize CM Sketch and Elastic Sketch. For
HIMON, MaxSketch records the traffic, which is then aggre-
gated into PolySketch. Multiple slave nodes, each handling
approximately the same traffic volume, are configured to
assess HIMON’s performance under varying numbers of slave
nodes. Finally, we measure the time taken by each method to
complete the entire traffic processing, using this as the primary
indicator of algorithm efficiency.

As shown in Figure 10, the statistical efficiency of HIMON
significantly surpasses that of centralized methods. With 20
slave nodes, HIMON achieves 68 × and 18 × higher efficiency
than Elastic and CM, respectively. With 100 slave nodes, the
efficiency improvement increases to 210 × and 53 ×, respec-
tively. As the number of slave nodes grows, the advantage of
HIMON continues to expand.
Experiment 1-2 (Bandwidth Save). To assess the bandwidth
savings at the master node with HIMON, we configure 100
slave nodes to perform traffic statistics and compression. We
then calculate the total data volume reported to the master
node. For comparison, we deploy non-compressed MaxSketch
and key-value statistical methods on the slave nodes, using the
total volume of raw traffic reported to the master node as the
baseline. As illustrated in Figure 11, a 200 KB sketch size on
the slave node renders the compression algorithm ineffective
due to the high number of flows. As the MaxSketch size
increased, the compression effect becomes more evident, and
the reported data volume exhibits a sub-linear growth relative
to memory usage per MaxSketch. With a 1000 KB MaxSketch,
the compression rate achieved 35.0%, which is 65.0% less
than the reported bandwidth before compression, and 55.6%
less than the key-value data structure.
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Fig. 12: The impact of different configurations on the accuracy
after aggregation. (a) Accuracy comparison under different
block-to-node ratios. (b) Impact of MaxSketch and per-block
memory configuration on aggregation accuracy.

C. HIMON Configuration Evaluation

In this subsection, we assess the influence of various param-
eters on HIMON’s performance through ablation experiments.
The parameters considered include the block configuration of
PolySketch, the bucket and row configurations of MaxSketch,
and the time window configuration. Based on the results of
these experiments, we offer several configuration recommen-
dations.
Experiment 2-1 (Block Configuration). To determine the
optimal number of blocks to configure in the PolySketch for
varying slave node counts, we set the block count in the master
node as a fixed proportion of the slave nodes. Each MaxSketch
and block is configured to 200 KB. We compare accuracy
variations across different slave node configurations with the
same block-to-node ratio and analyze how accuracy changed
as the number of slave nodes increased.

As shown in Figure 12a, we observe that increasing the
proportion of blocks results in diminishing returns in accuracy
improvement. When the block ratio increases from 0.05 to 0.1,
accuracy improves by 29%. With a further increase to 0.15,
accuracy improves by an additional 14%, but with a ratio of
0.2, the improvement was only 7%. Therefore, we recommend
configuring blocks at 0.1 to 0.15 times the number of slave
nodes, as this optimizes both memory usage and accuracy.

Next, we configure the block ratio to range from 0.1 to
0.2, fix the number of slave nodes at 100, and vary the
MaxSketch size to assess the accuracy of the aggregated
PolySketch. The results indicate a significant improvement
in aggregated accuracy as the MaxSketch size increases. As
illustrated in Figure 12b, for memory sizes below 400 KB,
each 100 KB increment enhances accuracy by over 40%. At
500 KB memory size, the accuracy increases by 32.7%. Be-
yond 500 KB, accuracy improvement diminishes to less than
30%. Consequently, we recommend setting the MaxSketch
size between 400 and 500 KB to achieve optimal performance
under current traffic conditions.
Experiment 2-2 (MaxSketch Configuration). In MaxSketch,
the ID field length is a critical configuration parameter that
directly affects the ability of each bucket to handle hash
collisions. To assess its impact, we evaluate flow size esti-
mation accuracy using a 600 KB MaxSketch under different
lengths. As shown in Figure 13a, a 2-byte ID field achieves the
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Fig. 13: Accuracy comparison for different data structure configurations.
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Fig. 14: Accuracy comparison for different time window
configurations on slave nodes.

highest estimation accuracy. Consequently, all experiments in
this study adopt a 2-byte ID length as the default configuration.

Furthermore, the number of ID-PC pairs in each bucket
and the number of rows in MaxSketch will affect the accuracy.
Figure 13b shows that increasing the number of ID-PC pairs
in each bucket enhances accuracy while maintaining the same
memory usage. The primary reason is that increasing the
ID-PC pairs per bucket reduces the total number of buckets.
Fewer buckets lead to fewer NC fields, as the NC fields have
low information density, which ultimately enhances accuracy.

However, storing ID-PC pairs sequentially in each bucket
increases access time as the number of pairs grows, which
slows down insertion and query speeds. In an extreme scenario
with only one bucket, accuracy reaches its maximum, but it
incurs significantly high access costs for ID-PC pairs.

The figure illustrates that increasing the number of ID-PC
pairs from 1 to 2 results in a 49.8% reduction in ARE
and a 72.1% reduction in AAE, demonstrating a significant
improvement in accuracy, while the insertion rate decreases by
only 2.04%. When the number of ID-PC pairs increases from
2 to 3, the ARE decreases by 35.2% and the AAE decreases
by 54.6%. Therefore, in practical applications, the HIMON
data structure can be adjusted to meet specific requirements.
If higher accuracy is needed, it is recommended to increase the
number of ID-PC pairs, accepting a trade-off in throughput.

Figure 13c presents the ARE and AAE of HIMON under
various configurations of rows. Increasing the number of rows
in traditional sketches effectively mitigates hash collisions
under fixed memory usage. However, adding rows decreases
the number of columns, which can heighten the probability of
hash collisions. Therefore, traditional sketches must balance
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Fig. 15: Throughput comparison of PolySketch.

the selection of rows and columns. For instance, CM-Sketch
achieves optimal performance with three rows. In contrast,
for HIMON, fewer rows result in higher accuracy because
the data structure effectively addresses most hash collisions.
Conversely, increasing the number of rows introduces addi-
tional redundant information, which decreases accuracy and
increases hash computations, negatively impacting high-speed
packet processing. In the heavy hitter detection task, increasing
the number of rows does not substantially affect detection
accuracy, as there are still sufficient buckets to accommodate
candidate heavy hitters. However, increasing the number of
rows raises the likelihood of hash collisions among stream
IDs within the same bucket, resulting in some flows being
overestimated and generating false positives.

Experiment 2-3 (Time Window). We evaluate the aggre-
gation accuracy of PolySketch and the total reporting band-
width of MaxSketch under various time window sizes, with a
throughput of 6 Mpps. The experiment uses 10 slave nodes,
with time window sizes ranging from 0.05 to 0.4 seconds. As
shown in Figure 14, extending the time window increases the
number of packets processed by each MaxSketch, leading to
a higher rate of hash collisions. These collisions degrade the
accuracy of MaxSketch’s estimates, which in turn reduces the
accuracy of the aggregated results in PolySketch. However, a
larger time window also reduces the bandwidth required for
reporting statistical data. This reduction occurs because more
data is compressed within the same sketch, thus minimizing
redundancy in the reported data. Therefore, it is essential to
configure the time window size carefully, balancing accuracy,
real-time requirements, and bandwidth limitations.
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Fig. 16: The error caused by the aggregation algorithms.
Comparison of statistical results between aggregating multiple
child nodes into a single block and the baseline (MaxSketch).

Fig. 17: Robustness after
packet loss.
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Fig. 18: Flow size estimation
of aggregation.

D. PolySketch Performance Evaluation

In this subsection, we evaluate the performance of the aggre-
gation algorithm in PolySketch. First, we assess the efficiency
of PolySketch in aggregating MaxSketch data and examine its
query rate. Next, we analyze the additional error introduced by
the aggregation algorithm and its robustness in the presence
of network failures. We also verify the impact of scaling
the number of slave nodes on the accuracy of aggregation
at the master node. Finally, we evaluate the performance of
PolySketch on two classic tasks.
Experiment 3-1 (Throughput). As shown in Figure 15, we
evaluate the aggregation and query rates of the PolySketch,
comparing them with those of CM-Sketch using sum and
maximum merging methods. In the figure, CM-Sketch and
MaxSketch are represented by horizontal lines, as they do
not have a block configuration, serving as baselines for com-
parison. We configure the MaxSketch to 200KB and use the
number of sketches aggregated per second to evaluate the
PolySketch’s aggregation rate.

Figure 15a shows three distinct aggregation rate ranges: the
highest at a block count of 1, followed by counts of 2, 4, and 8,
with the lowest rates for other configurations. The PolySketch
replaces hash calculations with a modulo operation on the ID
by the block count during aggregation, significantly affecting
the aggregation rate. A modulo operation with 1 always yields
0, resulting in maximum computational efficiency. A modulo
operation with 2n requires only a bitwise AND with 2n − 1,
ensuring high computational efficiency. Conversely, modulo
operations with other numbers are more computationally com-
plex, reducing insertion rates. Thus, setting the block count to
2n is recommended for optimal performance.
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Fig. 19: Accuracy of flow size estimation after slave node scale
expansion.

The aggregation rate of HIMON is approximately 20%
lower than that of CM-Sketch using sum merging but nearly
twice as high as that of maximum merging. The primary
reason for this difference is that sum merging requires only
one additional addition per counter traversal, which is close to
the upper limit of the aggregation rate. In contrast, maximum
merging requires more comparison operations, resulting in a
slower rate.

The query rates for PolySketch and MaxSketch are nearly
identical, as each flow involves two hash calculations. With
a block count of 1, efficient modulo computation increases
the query rate by about 3% compared to other configurations.
Overall, the query rate of the PolySketch is 4.4% lower than
that of the MaxSketch due to the additional modulus operation,
yet still significantly higher than that of CM-Sketch.
Experiment 3-2 (Extra Error by Aggregation). We use 1
block of PolySketch to aggregate multiple MaxSketch, while
the same size of memory is applied to directly process traffic.
The errors from both methods are compared to assess the
accuracy of the aggregation algorithm. Since every slave node
utilizes memory equivalent to 1 block for statistics, comparing
the aggregation result with more blocks to direct processing
using the same memory is not meaningful in this experiment.
As shown in Figure 16, the introduction of additional large-
flow collisions leads to an average 6.8% increase in the
aggregated AAE compared to the baseline. However, for the
ARE metric, the error after aggregation decreases by an
average of 3.0% compared to the baseline, indicating that the
aggregation algorithm does not affect the statistical accuracy
of small flows.
Experiment 3-3 (Robustness of Aggregation). In distributed
measurement, each slave node reports its statistics to the mas-
ter node. Due to the dynamic nature of data center networks,
however, congestion may prevent some sketches from being
reported promptly. Sketch packets not received within the
current time window, whether due to congestion, clock skew,
or other factors, are uniformly treated as packet loss events.
In this part of the experiments, we evaluate their impact on
PolySketch aggregation accuracy.

We use 100 slave nodes and randomly discard the data
from 1 to 10 nodes. The error after aggregation is then
calculated. Additionally, we compute the error between the
accurate statistics of the remaining flows and the true values,
which serves as the baseline.
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Fig. 20: Heavy hitter detection accuracy comparison between different numbers of blocks.

As shown in Figure 17, the error increases with the packet
loss rate. However, as the packet loss rate rises, the ARE
gradually approaches the baseline, indicating that the master
sketch’s aggregation does not produce divergent errors due to
packet loss. The AAE can be decomposed into two compo-
nents: the error from the statistics and aggregation algorithms,
and the error from packet loss. These two errors do not
interfere with each other, so the AAE consistently remains at
the same distance from the baseline, reflecting the algorithmic
error.

Therefore, HIMON exhibits strong stability under packet
loss, introducing minimal additional errors beyond those
caused by the loss of statistical data.
Experiment 3-4 (Robustness of slave nodes expansion). The
number of blocks, denoted by n, determines the maximum
number of slave nodes that the master node can aggregate
while maintaining acceptable accuracy. Generally, a single
cluster comprises several thousand servers [22], [24]. There-
fore, to assess how PolySketch performs when aggregating
a large number of slave nodes, we extend it to 3,500 and
vary n from 100 to 500. Experimental results show that,
in the heavy hitter detection task, the F1-score consistently
remains at 100%, demonstrating that the system exhibits strong
scalability and tolerance to node expansion under a fixed block
configuration. However, as shown in Figure 19, when the
number of nodes continues to grow, conflicts within each block
in PolySketch inevitably increase, leading to an approximately
linear rise in ARE and AAE, and consequently, a gradual
decline in estimation accuracy.

In practical deployments, the acceptable accuracy range can
guide the determination of the maximum number of slave
nodes that can be aggregated for a given block configuration.
Since node scaling in data centers is typically predictable,
the master node only needs to maintain sufficient robustness
to accommodate short-term fluctuations in node count. Thus,
the block number n can be reconfigured over relatively long
intervals, ensuring stable memory usage at the master node
while maintaining aggregation accuracy.
Experiment 3-5 (Flow Size Estimation of PolySketch).
Figure 18 shows that aggregation algorithms significantly
reduce the ARE, with accuracy improving as the number of
blocks at the PolySketch increases. Using 1 block reduces the
ARE by up to 69.9% and an average of 48.2% compared
to the baseline. Using 5 blocks reduces the ARE by up to
86.5% and an average of 66.3% compared to the baseline.

The high baseline ARE primarily arises from the potential
overestimation of non-existent flows in each sketch, leading
to a significant overestimation of many small flows. During
aggregation, identical flows from different sketches are com-
bined into a single counter, greatly reducing the likelihood of
overestimating small flows.

Besides comparing with the baseline, we can also evaluate
the sum merging method. The merged sketch is created by
summing counters at corresponding positions of the original
sketches. Notably, the merging of counters in HIMON must
adhere to its specific update rules. The aggregated sketch
generated by this method matches the PolySketch when the
block is set to 1.

The curve trend indicates that as the number of sketches
increases, the increase in ARE with the aggregation algorithm
gradually slows, demonstrating its high robustness. Even with
limited memory, aggregating a large number of sketches can
still achieve high accuracy.
Experiment 3-6 (Heavy Hitter Detection of PolySketch).
Figure 20 shows the precision, recall, and F1-score of the ag-
gregation algorithm applied to the heavy hitter detection task.
The aggregated sketch shows no overestimation, maintaining
100% precision across all configurations. In contrast, the base-
line overestimates when multiple sketches are accumulated,
causing fluctuations in precision.

Regarding recall, the baseline avoids additional underesti-
mation errors, thus setting an upper limit on recall. Aggre-
gating sketches from different slave nodes creates new hash
collisions, resulting in extra underestimation errors. As the
number of blocks increases, the recall gradually approaches
the baseline, nearly matching it when using 5 blocks.

The F1-score reflects the aggregation algorithm’s overall
effectiveness in the heavy hitter detection task. With 5 blocks,
the high precision and recall enable the F1-score to exceed the
baseline in some instances.

E. MaxSketch Performance Evaluation

In this part, we evaluate the performance of MaxSketch.
Since the algorithms on PolySketch are based on MaxSketch,
the performance of MaxSketch determines the upper limit
of the system. First, we measure the throughput of each
algorithm and use this metric to select candidates for subse-
quent accuracy evaluation. We then assess the performance of
these selected algorithms in flow size estimation, heavy hitter
detection, and entropy estimation tasks. We set the number of
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Fig. 21: Throughput comparison for insert packets and query
flow size estimation.
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Fig. 22: Accuracy comparison for flow size estimation task.

rows to d = 3 for CM and CU, which is reported to have
the best accuracy [11], and adjust the number of columns w
to modify the memory usage of the sketch. Elastic Sketch
and Nitrosketch use the same configuration as in their paper
evaluation.
Experiment 4-1 (Throughput). Figure 21 compares the
throughput of MaxSketch with several existing sketch struc-
tures, including CM-Sketch, CU-Sketch, Elastic Sketch, Tow-
erSketch, Nitrosketch, and Univmon. Previous studies demon-
strate that the majority of computational overhead in sketch
insertion and query operations stems from hash calculations.
By reducing the number of hash computations and adopting
a streamlined data structure, MaxSketch achieves significantly
higher throughput. However, MaxSketch remains a little lower
than that of Elastic Sketch, which performs only one or fewer
hash computations per packet. In query rates, because it also
strongly dependents on hash, MaxSketch delivers substantially
higher query rates than competing approaches.

To estimate the minimum packet processing rate required in
data centers, we consider a typical 40 Gbps NIC environment.
Assuming an average packet size of 900 bytes, based on
the CAIDA dataset, a sketch must sustain at least 6 Mpps
to satisfy baseline requirements. To provide redundancy, the
safety threshold is typically set at twice this value, implying
that a deployable sketch should support at least 12 Mpps. Al-
gorithms that meet this threshold, specifically Elastic Sketch,
Nitrosketch, and CM-Sketch, are included in the comparison.

Experiment 4-2 (Flow Size Estimation). Figure 22 compares
the accuracy of MaxSketch, Elastic Sketch, CM-Sketch, and
Nitrosketch in the flow size estimation task, demonstrating
that MaxSketch significantly outperforms the competing al-
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Fig. 23: Accuracy comparison for heavy hitter detection and
entropy estimation task.

gorithms. Notably, CM-sketch performs poorly at a memory
usage of 200 KB. With a row setting of 3, they require
additional memory to generate more columns, which helps
avoid hash collisions. Nitrosketch sacrifices a considerable
amount of accuracy in pursuit of high throughput, resulting
in performance that is consistently and significantly lower
than that of MaxSketch across various tasks. In comparison to
the more complex multi-layered structure of Elastic Sketch,
MaxSketch demonstrated superior performance while using
less memory. With 200KB of memory, the ARE and AAE
decreased by 88.6% and 50.7%, respectively. As memory
usage increased to 1000KB, these values reduced by 72.9%
and 25.9%, respectively.
Experiment 4-3 (Heavy Hitter Detection). Figure 23a com-
pares the F1-scores of MaxSketch, Elastic Sketch, CM-Sketch,
and Nitrosketch in the context of heavy-hitter detection. Elastic
employs a dedicated data structure to monitor top-K flows,
thereby maintaining high accuracy in the heavy hitter detection
task. However, it still produces false detections when memory
resources are constrained. In contrast, MaxSketch, which uses
a unified data structure, achieves 100% accuracy across all
experimental configurations. Compared with CM-Sketch and
other sketches that also adopt unified data structures, MaxS-
ketch exhibits a distinctly superior performance.
Experiment 4-4 (Entropy Estimation). Figure 23b compares
the relative error of MaxSketch, Elastic Sketch, CM-Sketch,
and Nitrosketch in the entropy estimation task, where the
information entropy given by the formula H = −

∑
k(k ∗

nk

m log nk

m ), where nk is the number of size-k flows [18].
MaxSketch consistently outperforms all compared algorithms
in the entropy estimation task. With memory allocations of 200
KB and 1000 KB, it achieves reductions in relative error of
49.2% and 48.5%, respectively, compared with Elastic Sketch.

VII. CONCLUSION

In this paper, we present HIMON, a lightweight distributed
monitoring system specifically designed for data centers. HI-
MON employs a hierarchical sketch structure, consisting of
MaxSketch and PolySketch, to monitor the traffic of each
distributed node and aggregate the data to create a global
traffic statistics view. Experimental results demonstrate that
our approach significantly reduces CPU time and bandwidth
consumption, while maintaining high accuracy across a range
of tasks.
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APPENDIX

In this section, we first analyze the time and space com-
plexity of MaxSketch. Next, we provide an error analysis for
querying the preferred flow within each bucket of MaxSketch,
demonstrating the superiority of our update algorithm.

A. Space and Time Complexities

Theorem 1. The space usage is O(d ∗w). The update time is
O(d) per packet, and the query time is O(d) per flow.
Proof. Each bucket of MS-sketch employs a fixed amount of
memory for counting. So, the space usage of MS-sketch is
O(d ∗ w). The update and query operations need to access d
buckets and perform 2 ∗ d hash calculations. Therefore, the
update and query take O(d) time.

B. Error Bound of MaxSketch

Theorem 2. The estimate in PC is always less than or equal to
the accurate value, unless two flows collide both on the bucket
and the ID hash at the same time.

Proof. If there is no flow collision, the estimated value is equal
to the actual value. If there is a flow collision, we provide the
proof in Theorem 3.

Meanwhile, we give the probability that the flows collide
in both the bucket and the ID hash. For a hash computation
with a hash space of size N and i flows, the probability that
no collisions occur among any pair of flows is

P =
Ai

N

N i
(1)

We illustrate this probability using a 200 KB MaxSketch as
an example. This configuration includes 14,628 buckets, each
storing a flow ID in 2 bytes, corresponding to a hash space
of 65,535. The CAIDA dataset employed in the experiments
contains an average of 73,920 flows. Assuming a uniform hash
distribution, each bucket stores approximately five flows after
the first round of hashing.

For a single bucket, the probability of an ID collision among
five flows is

P = 1− A5
65535

655355
≈ 1.5258× 10−4 (2)

Thus, the expected number of hash collisions in the entire
MaxSketch is

14628× 1.5258× 10−4 ≈ 2.2320 (3)

In evaluation, the observed number of collisions ranges from
1.4 to 3.3, depending on the hash function used. These results
are consistent with the theoretical estimate.
Theorem 3. When a large flow f1 comes into conflict with a
small flow f2, if n packets of f2 emerge before the n-th packet
of f1, it will inevitably result in an error in the statistics of
flow f1, which is n− 1 packets less than the actual value.

Proof. Take any instance where flow f1 is exchanged from
NC to PC as an example. Suppose at this moment the count
value of PC is m and that of NC is m + 1, which triggers
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Fig. 24: (a) Legal path; (b) Mapping between illegal paths.

the exchange of counters. PC saves the estimate of flow f1
and initializes it to 2; NC saves the estimate of flow f2 and
initializes it to 1. Both flows lose the estimate of m − 1
packets. Therefore, each packet of f2 will result in a one-
count estimation bias of f1. And as all n packets of flow f2
occur before the n-th packet of flow f1, the estimation error
of f2 is equal to f1. Since the final count value of NC is 1,
flow f2 causes an estimated error of n − 1 packets for flow
f1.

Lemma 1. If there are α1 packets in flow f1 and α2 packets
in flow f2 (α1 ≥ α2), then the probability that all α2 packets
of flow f2 appear before the α2-th packet of flow f1 is

P =
Cα2

2y−1

Cα2
α2+α1

=
(2y − 1)!α1!

(α2 + α1)!(α2 − 1)!
(4)

Proof. Randomly insert α2 packets of flow f2 into flow f1
(place α2 balls in α1+1 buckets). There are a total of Cα2

α2+α1

different insertion methods. Among them, there are a total of
Cα2

2y−1 schemes that guarantee that all packets of flow f2 are
inserted before the α2-th packet of flow f1 (put α2 balls in
α2 buckets). Therefore, P = Cα2

2y−1/C
α2
α2+α1

.

Lemma 2. If there are α1 packets in flow f1 and α2 packets
in flow f2 (α1 ≥ α2), the probability that the i-th packet
(i = 1, · · · , α2) of flow f2 occurs after the i-th packet of flow
f1 is

P = 1− α2

α1 + 1
(5)

Proof. There are α1 packets in flow f1, thus, there are
α1+1 positions where α2 packets of flow f2 can be inserted.
Therefore, the problem can be abstracted as repeatedly placing
α2 identical balls in α1 + 1 buckets. The first ball cannot be
placed in the first bucket. The i-th ball must be placed after
the (i− 1)-th ball and the i-th bucket. (i = 2, · · · , α2).

We employ a graphical approach to explain this formula.
Let α1 + 1 = λ1 and α2 = λ2. Now we construct a grid
of λ2 rows and λ1 columns. As depicted in Figure 24, taking
λ1 = 7 and λ2 = 4 as an example. All placement schemes that
fulfill the conditions correspond one-to-one to a path starting
from (1, 0) and reaching (λ1, λ2) and not passing through the
dashed line y = x.

The number of paths from (1, 0) to (λ1, λ2) is Cλ1−1
λ1+λ2−1.

Taking the symmetric point (0, 1) of (1, 0) with respect to
y = x, we find that every path starting from (0, 1) and reaching
(λ1, λ2) will pass through y = x and corresponds to a unique
path starting from (1, 0) and reaching (λ1, λ2) and passing

through y = x. Therefore, the number of paths fulfilling the
conditions is equal to the total number of paths minus the
number of paths passing through y = x, which is

Path = Cλ1−1
λ1+λ2−1 − Cλ1

λ1+λ2−1 =
λ1 − λ2

λ1
Cλ1−1

λ1+λ2−1 (6)

P =
λ1−λ2

a Cλ1−1
λ1+λ2−1

Cλ1−1
λ1+λ2−1

=
λ1 − λ2

λ 1
= 1− α2

α1 + 1
(7)

Theorem 4. There are α1 packets in flow f1 and α2 packets
in flow f2 (α1 ≥ α2). Find the largest β such that the first β
packets of flow f2 all appear before the β-th packet of flow
f1.

P{X = β} =
(α1 − α2 + 1) ∗ Cβ

2β−1 ∗ C
α1−β
α1+α2−2β

(α1 − β + 1) ∗ Cα2
α1+α2

(8)

Proof. The total number of combinations of α1 packets and
α2 packets is Cα2

α1+α2
. The packets that fulfill the condition

comprise two independent parts: (1) The number of combina-
tions where the first β packets of flow f2 occur before the β-th
packet of flow f1 is Cβ

2β−1; (2) For the latter α2−β packets of
flow f2, the probability that the i-th packet (i = β+1, · · · , α2)
does not appear before the i-th packet of flow f1 is provided by
Lemma 3. Therefore, the total number of combinations is (1−
α2−β

α1−β+1 )C
α1−β
α1+α2−2β . Since the two parts are independent, thus

P{X = z} = Cβ
2β−1 ∗ (1 −

α2−β
α1−β+1 ) ∗ C

α1−β
α1+α2−2β/C

α2
α1+α2

,
which is equivalent to formula (8).

Theorem 5. When large flow f1 conflicts with small flow f2,
the expected statistical error of flow f1 is

E(X) =

α2∑
i=1

(i− 1) ∗ P{X = i} (9)

Proof. According to Theorem 4, when i packets of flow f2
occur before the i-th packet of flow f1, it will lead to an
error of i − 1 packets in the statistics of flow f1. According
to Theorem 5, this probability is P{X = i}. Hence, E(X) =∑α2

i=1(i− 1) ∗ P{X = i}.
When α2 > 1 and α1 ≫ α2, E(X) ≈ α2/α1. For example,

when α2 = 5 and α1 = 200, E(X) = 0.0264; when α2 = 20
and α1 = 2000, E(X) = 0.0103.


