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Abstract

Latent Diffusion Models have become a powerful tool for
generating high-fidelity unrestricted adversarial examples.
However, the existing methods typically perturb only the ini-
tial latent or rely on prompt engineering, which is ill-suited
to the iterative nature of the diffusion process, plus optimiza-
tion instability due to external text prompts and cumulative
drift that push the adversarial images off the data manifold.
In this paper, we propose a hierarchical attack framework
that operates in alignment with the model’s generative man-
ifold and leverages intermediate denoising states to maxi-
mize attack transferability and visual fidelity. Extensive ex-
periments show that the proposed attack improves adversarial
transferability by 10-20% against a diverse set of normally-
trained models and achieves over 10.5% higher success rate
against adversarially-defended models, while simultaneously
enhancing visual quality by 1.0-1.2 FID reduction and 16.7%
LPIPS improvements.

Introduction

Deep Neural Networks have known vulnerabilities to ad-
versarial examples that carefully crafted perturbations can
induce erroneous predictions (Szegedy et al. 2013). While
traditional L,-constrained attacks often introduce percepti-
ble, high-frequency noise (Goodfellow, Shlens, and Szegedy
2014; Madry et al. 2017), Unrestricted Adversarial Exam-
ples have emerged as a new paradigm that generates natural-
looking yet malicious examples through semantic manipu-
lations of shape, color or textures (Xiao et al. 2018; Bhat-
tad et al. 2019; Duan et al. 2021). The frontier for creating
such high-fidelity adversaries lies within the framework of
generative models, particularly the Latent Diffusion Models
(LDMs) (Rombach et al. 2022), whose unparalleled ability
to model complex distribution of natural images provides a
powerful foundation to re-purpose them for adversarial at-
tacks (Chen et al. 2023, 2024; Liu et al. 2023).

Unfortunately, inheriting from the earlier GAN-based at-
tacks (Song et al. 2018), current methods are fundamen-
tally constrained as they perform the entire adversarial opti-
mization on a single, fixed timestep latent z;. This “single-
point” approach finds an optimal “initial push” and then
lets the generation process unfold in a “free-fall” of the de-
noising process without further course correction. Concep-
tually, this static paradigm creates a critical mismatch with
the dynamic, iterative nature of diffusion, which progres-
sively synthesizes an image by building high-level seman-
tics in early stages and refining low-level details later (Yang
et al. 2023).

Such mismatch further manifests in two critical instabil-
ities of adversarial guidance and internal drift. First, exist-
ing attacks rely on Classifier-Free Guidance (CFG) (Ho and
Salimans 2022), which uses external text prompts to steer
the generation process. However, ambiguous or conflicting
text prompts can introduce external noise and destabilize the
generation trajectory by pushing the trajectory off the data
manifold and causing visual artifacts (Sariyildiz et al. 2023).
Further, during the subsequent “free-fall” where denoising
reconstruction proceeds without further correction, small er-
rors from the initial push can accumulate at each step. This
causes the adversarial path to progressively deviate from the
valid manifold and degrades the final image quality and at-
tack efficacy (Liu et al. 2022).

To overcome these limitations, we propose HAM
(Hierarchical Attacks with Manifold Awareness on Diffu-
sion Models), a holistic hierarchical framework that evolves
beyond the existing single-point paradigms. However, the
multi-step attack may exacerbate the challenge of error ac-
cumulation, where small, compounding drifts at each step
would result in large deviations, especially with external text
prompts. To tackle this challenge, our framework integrates
manifold-awareness, and prompt-free internal guidance in
a unified pipeline. First, in contrast to CFG with external
noise, we propose a stable guidance via unconditional self-
attention, which operates in a prompt-free mode to gener-
ate internally coherent guidance signals. Second, to coun-
teract drifts amid multi-steps, we introduce dynamic man-
ifold alignment, a regularization that continuously anchors
the adversarial trajectory to the clean data statistics. Finally,
these are further integrated into a manifold-constrained op-
timization that confines searches to the data manifold’s tan-
gent space. The main contributions are summarized below:

<> Motivated by empirical studies, we shift from the static,
single-point paradigm to a dynamic, hierarchical opti-
mization in diffusion-based attacks that sequentially re-
fines the adversarial latent throughout the entire genera-
tion process.

< We introduce a novel synergistic framework to tackle
the cumulative error challenge in hierarchical attack. It
uniquely combines prompt-free internal guidance and
dynamic manifold alignment to ensure generation re-
mains on the data manifold.

<> Extensive experiments show that the proposed attack im-
proves adversarial transferability by 10-20% against a di-
verse set of normally-trained models and achieves over



10.5% higher success rate against adversarially-defended
models, while simultaneously enhancing visual quality
by 1.0-1.2 FID reduction and 16.7% LPIPS improve-
ments.

Related Work
Traditional Adversarial Attacks

Traditional adversarial attacks introduce imperceptible per-
turbations to images under strict L,-norm constraints to en-
sure visual similarity. The seminal white-box attacks include
gradient-based approaches like FGSM (Goodfellow, Shlens,
and Szegedy 2014), PGD (Madry et al. 2017) (Loo-norm),
C&W (Carlini and Wagner 2017) and DeepFool (Moosavi-
Dezfooli, Fawzi, and Frossard 2016) (L,-norm). While ex-
isting methods leverage data augmentation (Xie et al. 2019;
Dong et al. 2019; Long et al. 2022), feature-space optimiza-
tion (Inkawhich et al. 2019; Lu et al. 2020) and randomized
smoothing (Xiao and Wang 2021) for enhancing black-box
transferability, they inevitably introduce noticeable noise ar-
tifacts that compromise image naturalness. In contrast, our
work, alongside other diffusion-based attacks (Chen et al.
2023, 2024), sidesteps this limitation by operating in the se-
mantic latent space rather than pixel space.

Unrestricted Adversarial Attacks

Recognizing the limitations of L,-norm for capturing per-
ceptual distance, unrestricted adversarial attacks generate
semantically meaningful perturbations without strict pixel-
level constraints. Early methods manipulate specific at-
tributes using GANs (Song et al. 2018; Bhattad et al. 2019;
Jia et al. 2022; Qiu et al. 2020), apply spatial transfor-
mations (Xiao et al. 2018), or alter global color distribu-
tions (Yuan et al. 2022). While producing more natural ex-
amples, they often suffer from limited transferability. Pow-
ered by the success of Latent Diffusion Models (Rombach
et al. 2022), diffusion-based attacks produce high-fidelity
adversaries with superior transferability (Chen et al. 2024,
2023; Liu et al. 2023). However, the existing diffusion-
based attacks have not investigated the synergistic benefits
of jointly optimizing across multiple denoising stages and
dynamically re-aligning perturbations with the latent data
manifold. Moreover, prior attacks either do not generalize
well in black-box settings or forgo perceptual quality. Our
method uniquely addresses these open gaps through hierar-
chical, geometry-conscious multi-point optimization.

In addition, self-attention guidance in diffusion edit-
ing (Tumanyan et al. 2023) and manifold alignment via
AdaIN (Huang and Belongie 2017) have been used for style
transfer and image manipulation. However, they are not de-
signed for adversarial settings, where perturbations must
evade classifiers while preserving naturalness. We extend
these by re-purposing them for black-box transfer attacks.

Preliminary

LDM and DDIM Inversion. LDM performs the iterative
denoising process in a compressed latent space for compu-
tational efficiency (Rombach et al. 2022). An image X is
first mapped to a latent representation zg = E(x¢) by a pre-
trained encoder E. The core of the generative process is a

U-Net based noise prediction network eg(z¢, ¢, C), trained
to predict the noise added to a latent representation z; un-
der a condition C (e.g., text prompt). The key enabler for
editing/attacking images is the Denoising Diffusion Implicit
Models (DDIM) (Song, Meng, and Ermon 2020), which es-
tablishes a deterministic, invertible, non-Markovian denois-
ing path. It finds an initial latent z7 that can reconstruct zg
with the following update rule,
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where @; are noise schedule coefficients. The inverted z
serves as the starting point for controlled generation.
Single-Point Diffusion-based Attacks. Existing diffusion
attacks such as ACA (Chen et al. 2023), DiffAttack (Chen
et al. 2024), and Instruct2Attack (Liu et al. 2023) follow a
three-stage pipeline:

@ A clean image X is inverted by DDIM to obtain a la-
tent representation zr. To ensure high-fidelity reconstruc-
tion, techniques like Null-Text Inversion (NTI) (Mokady
et al. 2023) are used to optimize the null-text embeddings
{@,}I_, to minimize the deviation between the inversion
and initial reconstruction trajectories, which yields a tuple
(z7,T,C,{@}L_). Cis a conditional prompt embedding.

® The main step is to introduce a perturbation § to a sin-
gle, fixed latent variable, most commonly the initial noise
z7 (Chen et al. 2023),

t
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where Rp_,o(-) is the full denoising process, D(-) is the de-
coder, and f is the target classifier.

® Finally, during reconstruction, Classifier-Free Guid-
ance (CFG) (Ho and Salimans 2022) is typically used to en-
force the semantic guidance from the text prompt C', which
is accomplished by interpolating between the conditional
and unconditional noise predictions with w controlling the
strength of the guidance,
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Figure 1: Deviation in noise prediction (measured by the in-
ner product between predicted noise of the clean and perturbed
reconstruction path). (a) Averaged inner product across different
timesteps; (b) Inner product at the final timestep. Our method
(green dots) demonstrates significantly higher stability and consis-
tency in the perturbed noise predictions.
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Figure 2: Overview of the proposed HAM framework. @ Inversion: A hlgh—ﬁdellty inverse trajectory {z; }{_, is first derived from the clean
image using a high-order ODE solver; @ Adversarial Guidance: At each timestep ¢, an adversarial gradient is computed using the current
latent z.. This gradient is then projected onto the manifold to create a raw adversarial push §;; @ Manifold Alignment: The perturbed latent
7+ = 2¢ + Ot is dynamically aligned with its clean reference z; by matching their statistical properties (mean and variance), resulting in the
final aligned latent z;; @ Denoising Step: A prompt-free, self-attention-guided denoising step is performed on Z; to compute the latent for
the next timestep z;—1 and ensure structural consistency, which repeats until the adversarial image is generated.

Methodology

Recall that the existing attacks with static, single-point per-
turbation has fundamental conflicts with the dynamic, itera-
tive nature of the diffusion process. To validate this empiri-
cally, we illustrate in Fig. 1 by measuring the inner product
between the noise predictions of a clean reconstruction path
and an adversarially perturbed path, (ep (25", ), €g(2¢,1)).
We observe that single-point attacks cause a drastic and ac-
cumulating deviation in the predicted noise. Such instability
propagates through the denoising steps and becomes mag-
nified at the last step shown by Fig. 1(b), degrading both
stealthiness and transferability.

Hierarchical Adversarial Perturbation

Instead of optimizing a single latent z7, we re-formulate the
adversarial objective to iteratively generate the adversarial
latent sequence {z;};_; by finding perturbations {&;}1_
as a path-wise optimization in each step of the denoising
reconstruction,

{6 Hor = arg maxCee (f (D(20), v ) @
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where zg is the final reconstructed latent of the entire per-
turbed path. Specifically, at each time step ¢t € {T,T —
1,...,1}, we update the latent as,

Zt = Zt + Oy

=2t + St Vg, »CCE(f(D (RtHO(Zt))), ygt)7 ©)
where R;_,o(-) is a simulated reconstruction path from the
current latent z, to zy to compute the prospetive gradient,
and s; is the perturbation magnitude. At each time step, the
perturbation d; is adaptively optimized based on the cur-
rent state to influence the subsequent generative dynam-
ics.However, a caveat with hierarchical perturbations is the
error accumulation in high-order solvers due to their depen-
dency on historical steps (Lu et al. 2022). To mitigate this,
we introduce a stabilization step. After perturbing z; to get
z¢, we do not use z; as the direct input for the next iteration.
Instead, we use it to predict the noise and then apply the

deterministic DDIM update rule to compute the next valid
manifold point z;_1,
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where €}(2¢,t) is the noise predicted using our Internal
Guidance mechanism, which is detailed in the following
subsection. this process ensures that each adversarial “push”
is followed by a rectifying step, forcing the trajectory to stay
close to the data manifold and thus maintaining path-wise
stability throughout the generation process.

Internal Guidance via Unconditional Self-Attention
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Figure 3: The proposed unconditional guidance corrects manifold
deviation in the DDIM denoising process. The transition from z;
on manifold M; to z; 1 relies on predicting the clean image zg|;.
Left: CFG introduces a bias due to noisy signal interpolation, caus-
ing z{_; to fall off the manifold. Right: The deviation introduced
by CFG accumulates over denoising process, while our method
provides internal guidance to ensure that each sampling points z;
remains on the valid manifold.

A primary source of instability in prior work is the re-
liance on Classifier-Free Guidance (CFG) (Ho and Salimans
2022), which injects text prompt as conditional embeddings
into latent feature space via cross-attention and linearly in-
terpolates between the conditional and unconditional predic-
tions (Chen et al. 2024). Nevertheless, ambiguous or mis-
aligned text prompts can introduce conflicting signals that
destabilize the generation process and deviate from the man-
ifold (Sariyildiz et al. 2023). This is illustrated by Fig. 3:
because the predicted noise €y directly influences the gradi-
ent update directions across different manifolds, deviations
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Figure 4: Architectural Comparison for Adversarial Guidance.
Top: Standard cross-attention fuses static, external text embeddings
Pemby with image features, leading to potentially noisy and unstruc-
tured guidance maps M. ; Bottom: Our cascaded self-attention
(sA?) generates a highly structured guidance map (Mstelfg) based
solely on time-varying internal features derived from the current
noised latent z;, providing a stable, semantically-consistent guid-
ance signal €}. Empirical visualizations of cross-attention maps on
real images are available in Appendix E.

in noise prediction may cause the updated latent variable
z;_1 to deviate from its manifold M;_;. This negatively
resonates with the existing methods of performing pertur-
bation searches only on a single manifold corresponding to
fixed inversion steps, which not only induces shifts in the
overall sampling trajectory but also causes adversarial sam-
ples to be trapped in local optima.

To overcome these problems, we propose a prompt-free
internal guidance that re-purposes the U-Net’s attention
blocks at inference time without any retraining. Instead of
the standard [Self-Attn — Cross-Attn] signal flow, we dy-
namically re-route the path, composing the self-attention
(S2) module with itself. This forms a cascaded signal path,
[SA — SA?], as illustrated in Fig. 4. We formulate this pro-
cess as follows, where ¢(z;) is the feature map entering the
attention block:

bseif(ze) = Self-Attn(We, Wi, Wv) - ¢(21)) + ¢(z:)  (7)

Qeelts Keeir, Vaerr = (Wo, Wi, Wv) - deir(2e) (8)
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While self-attention has been leveraged for tasks like text-
guided image editing, often by re-assembling the attention
layer (Tumanyan et al. 2023; Cao et al. 2023), our approach
introduces a distinct application by leveraging self-attention
in the adversarial domain:

€l (24,1) 2 €924, t; flow: SA — SA?) (11)

This cascaded application functions as a hierarchical repair-
ing mechanism that the first pass establishes a global struc-
tural context, and in turn, the second pass leverages this con-
text to refine local details and correct inconsistencies intro-
duced by adversarial perturbations. The resulting positive

feedback loop ensures internal consistency that enables nat-
ural integration of adversarial signals without conflicting ex-
ternal prompts as other methods (Chen et al. 2023, 2024).
In practice, we leverage the insight that self-attention dom-
inates the later stages of diffusion to refine local details and
textures (Zhang et al. 2024), and strategically initiate the
hierarchical attack from an intermediate step (e.g., starting
from T' < Nj;n,/2). This strategy not only focuses the adver-
sarial budget on more fine-grained semantic manipulations
but also yields significant computational benefits by circum-
venting the now-redundant cross-attention computations, as
shown in Table 3.

Dynamic Manifold Alignment

While the hierarchical framework and stable guidance mit-
igates trajectory deviation, the iterative nature of perturba-
tions introduces a more fundamental challenge of distribu-
tional drift. Each adversarial step pushes the latent vari-
able z; slightly away from its corresponding data mani-
fold M;. This drift accumulates and makes z; an Out-of-
Distribution (OOD) sample for the denoising network €g.
This violation of the model’s core training assumption—that
inputs are statistically consistent with the forward process
q(z¢ | zp)—leads to inaccurate noise predictions and unnat-
ural visual artifacts (Lin et al. 2024).

Inspired by research in style transfer (Huang and Belongie
2017), we propose Dynamic Manifold Alignment, a distri-
butional correction mechanism integrated within each at-
tack step. Instead of imposing a new style, we introduce a
minimal, corrective force that nullifies statistical shifts in-
duced by the adversarial gradient. This force is a nearly
cost-free moment matching operation—unlike iterative or
loss-based alignment—that analytically projects the OOD
latent z; back to its true manifold’s statistical center. This
is achieved by re-anchoring the statistics of the adversarial
latent to a reliable, dynamic baseline of the corresponding
clean latent z;. This latent serves as an ideal, empirically
on-manifold reference that the denoising network is condi-
tioned to handle correctly. This alignment is performed after
each adversarial gradient step and immediately before the
DDIM update,

2t — ju(Ze)

o(2:) '

where the structure of the adversarial latent %th)
served while its channel-wise statistics are replaced by those
of the clean reference. It ensures the denoising network re-
ceives a statistically aligned input, that decouples the disrup-
tive goal of adversarial perturbation from the constructive re-
quirement of generative stability, and preserves the fidelity
of the denoising process throughout multi-step perturbation.

zt = u(zi)+o(z;)©® te{T,T-1,...,1} (12)

is pre-

Manifold-Constrained Optimization

Finally, we detail the core of the perturbation step J;. Rather
than a simple gradient ascent, we design a manifold-aware
update that incorporates momentum, tangent space projec-
tion, and adaptive scaling to ensure stable and effective op-
timization. The full update is:

20 = z¢ + s¢ - sign(I1L (1)) (13)



in which ¢, is the momentum-integrated gradient, s; is the
adaptive perturbation magnitude and IT, () is a projection
onto the manifold’s tangent space.

Manifold-projected Momentum Gradient. To restrict z;
on valid manifold regions, we enhance the standard gradient
in two ways: a) incorporating momentum; b) projection on
data manifold. We use momentum to stabilize the optimiza-
tion trajectory by accumulating historical gradients,

gt —m- giy1 + VztﬁcE(f(D(Rt—»O(Zt)))a ygt) (14)

where m is the momentum decay factor. Further, we con-
strain this gradient to the manifold’s tangent space. Based
on the insight that the predicted score sy(z;, t) (or its proxy
€9(z¢, 1)) is orthogonal to the data manifold M, (Song et al.
2020), we treat it as the manifold’s normal vector, V orma =
€g(z¢, ). To prevent the adversarial update from corrupting
the denoising direction, we project g; to be orthogonal to
this normal vector:

-V
I (g¢) < gt — gtirmrma; Vhormal (15)
”VnormalHQ

Adaptive Perturbation Magnitude. The noise level varies
significantly with timestep ¢, determined by the noise sched-
ule ;. A fixed perturbation magnitude would be too aggres-
sive in low-noise steps and vice versa. Hence, we design an
adaptive strategy to scale perturbation strength relative to the

noise intensity,
5o =57yt (16)
1—ar

where st is the initial adversarial perturbation magnitude,
and a; and ap represent the noise schedule coefficients at
t and the starting 7', respectively. This adaptive mechanism
ensures that our adversarial guidance is consistently scaled
with the manifold’s geometric characteristic at each step.

Putting it All Together

The entire framework is summarized in Algorithm 1. The
attack consists of two phases. First, an inversion process ob-
tains the clean reference path {z; }. Second, the hierarchical
reconstruction generates the adversary. At each step of this
phase, it (1) computes a manifold-constrained gradient, (2)
applies the perturbation, (3) re-aligns statistics to the clean
path, and (4) performs a denoising step using the proposed
prompt-free internal guidance.

Theoretical Analysis

In this section, we provide a theoretical understanding to
the hierarchical adversarial attacks based on (Chung et al.
2022), and detail the assumptions, preliminary propositions
and proofs in Appendix B.

Theorem 1 (Tangent Alignment of Adversarial Gradients)
Let the multi-step DDIM reconstruction from timestep t — 0
be denoted by Ri_,o(z:), and let the adversarial loss be
L = Lee(f(D(Ri=0(%t))),Yar). Under Assumption 1-2
and Propositions B.1, B.2 (Appendix B), the backpropagated
gradient satisfies,

T, ae (Vo Dl < |07 a0, (Vo L], (A7)

Algorithm 1: Hierarchical Attack with Manifold-Awareness

Input: Input image Xo with true label yg, classifier f(-), latent
encoder F(-) and decoder D(-), reconstruction starting
point 7', adaptive perturbation magnitude s;.z5 = E(Xo)

Output: Adversarial image Xo

I: fort =0toT — 1do
2:  zi <z, with two-order ODE solvers // Phase 1: Latent
Image Inversion

3: end for

4: zp < zp,gr <+ 0 // Phase 2: Hierarchical Adversarial
Reconstruction

5: fort =T — 1do

6: fork=t— 1do

7: Z?c,l < Rkﬁ)kfl(zz’ 60) Vi Eq. 6

8: end for

9 gl m-gi1+ VztﬁcE<f(D(z6)), ygt) // Eq. 14

10: Z¢ < z¢ + s¢ - sign (T (g¢)) /l Egs. 15,16

11: 2y = p(z)) + o(z)) © 2opE) // Eq. 12

o(2¢)
12:  €h(2,t) 2 eo(2e,t; flow: SA — SA?) // Eqgs. 7,8,9,10,11
13: zy ¢ A (“7 Vl“’t{*) 4T =G ie //Eq.6
14: end for
15: return Xo < D(2zo)

where Projr M, is the projection onto the tangent space
Tz, My of the noisy data manifold M.

Theorem 1 states that the backpropagated adversarial gra-
dient is approximately confined to the local tangent space of
the noisy data manifold, i.e., for an attack to be effective and
stable, its perturbations must align with the intrinsic geome-
try of the generative process, as any signal in the normal di-
rection is actively suppressed by the model’s own denoising
mechanism. This leads to the next corollary that motivates
the design of dynamic manifold alignment.

Corollary 1 (Manifold Alignment) The tangent space
Tz, My evolves across time steps according to

Tar s M1 # T4 (T M), (18)

where Jg, is the Jacobian of the denoising step.

Thus, projecting the adversarial gradient onto the tangent
space suffers from manifold drift caused by cumulative er-
rors so we must continuously update our tangent space es-
timates through dynamic manifold alignment to track the
evolving manifold geometry. Appendix E details a direc-
tional analysis between the adversarial gradient g; and the
predicted score €y before the final projection (15).

Experiments
Experimental Setup

Dataset and Models. Similar to (Zhao, Liu, and Larson
2020; Yuan et al. 2022; Chen et al. 2023), we evaluate on
the ImageNet-Compatible dataset (Russakovsky et al. 2015).
To evaluate adversarial transferability across architectures,
we select representative models from Convolutional Neu-
ral Networks, Vision Transformers, and Multilayer Per-
ceptrons. Specifically, these include: ResNet-50 (He et al.



Surrogate Attacks CNNs Vision Transformers MLPs A/Z\l;g( 1’72 ) ‘ FID | ‘ LPIPS |

Model Res-50  VGG-19  Mob-v2  Inc-v3  ViT-B  Swin-B  Deit-B  Deit-S ~ Mix-B  Mix-L | \ \

Clean 7.3 11.3 13.1 19.5 6.3 4.1 5.5 6.0 17.5 235 | 1187 | 578 | 0.000

DIM 95.3 84.1 75.2 70.7 19.9 33.8 20.8 23.6 38.0 42.8 45.43 774 0.411

TIM 89.5 71.1 69.7 46.0 25.6 16.7 20.2 253 394 43.8 39.76 82.2 0.299

cAdv 97.4 36.2 439 24.6 27.7 20.5 26.1 30.7 39.9 48.1 33.08 64.3 0.159

Res-50 NCF 89.8 72.0 72.3 334 37.8 27.0 28.8 36.3 47.0 54.8 45.49 72.4 0.416

ACA 81.4 66.5 69.8 63.4 60.0 59.9 59.9 58.9 67.1 69.6 63.92 71.2 0.725

DiffAttack 96.4 733 76.6 65.7 49.7 56.4 49.6 55.8 57.6 59.2 60.43 62.9 0.237

HAM* 95.2 76.8 81.1 69.5 59.1 60.1 58.9 62.8 67.2 64.2 ‘ 66.63 ‘ 61.9 ‘ 0.197

DIM 63.6 83.1 96.6 62.0 16.9 27.0 16.6 20.4 35.6 41.2 40.71 75.5 0.412

TIM 58.6 76.1 93.5 44.5 23.1 17.0 19.2 26.1 41.2 45.0 38.98 84.0 0.306

cAdv 38.7 40.9 97.0 25.1 28.0 19.6 243 30.1 404 49.2 32.92 65.5 0.174

Mob-v2 NCF 64.8 72.5 92.5 34.8 34.2 25.7 25.6 33.6 46.2 51.6 4322 71.4 0.417

ACA 64.2 64.1 84.6 60.5 57.3 56.0 58.2 57.8 67.7 69.0 61.64 69.2 0.724

DiffAttack 76.3 77.2 98.2 61.5 473 53.6 454 54.3 58.6 60.1 59.37 64.1 0.240

HAM* 81.9 79.7 97.2 69.4 60.4 59.1 56.6 64.9 68.2 684 | 67.62 | 63.0 | 0.206

DIM 60.3 69.6 66.6 96.2 224 26.5 224 25.6 39.1 46.2 42.08 79.1 0.392

TIM 50.2 58.4 56.9 94.2 25.8 17.5 21.3 26.0 38.9 44.0 37.67 72.4 0.289

cAdv 19.4 24.7 26.3 25.4 159 14.0 15.1 17.3 322 40.4 22.81 61.9 0.136

Inc-v3 NCF 48.3 58.5 56.5 412 26.1 17.3 17.8 25.2 39.5 46.0 37.24 67.7 0.375

ACA 63.2 63.5 64.9 80.0 574 57.1 60.3 58.4 66.7 69.6 62.34 70.3 0.713

DiffAttack 39.4 412 429 74.9 23.8 254 254 25.0 42.0 45.1 34.46 62.2 0.219

HAM* 64.8 64.7 64.4 98.0 474 473 459 48.9 59.9 618 | 5612 | 64.7 | 0.204

DIM 45.6 58.2 54.0 44.8 29.1 84.1 33.8 333 443 472 43.37 66.1 0.378

TIM 39.3 52.9 51.5 31.6 34.8 56.5 35.5 353 422 46.1 41.02 67.1 0.304

cAdv 30.1 29.6 355 21.9 35.1 96.8 40.7 41.6 422 50.4 36.34 63.4 0.146

Swin-B NCF 50.4 56.2 56.0 26.6 37.6 63.7 35.4 38.8 46.9 51.0 44.32 66.6 0.374

ACA 62.5 63.2 64.8 57.5 61.1 73.8 63.2 61.3 65.7 69.7 63.22 68.6 0.731

DiffAttack 56.6 55.9 58.6 51.6 60.4 90.4 65.0 62.8 63.9 62.4 59.69 65.8 0.239

HAM* 59.9 59.5 63.5 54.9 63.8 94.4 68.1 66.7 66.4 677 | 6339 | 64.6 | 0.202

Table 1: Comparison of attack performance across different model architectures. For statistical robustness, all reported metrics are averaged
over 5 independent runs (see Appendix D for details). AVG denotes the average accuracy on all the models except the one that same as the
surrogate. Higher ASR (%) indicates better attack performance, while lower FID indicates better perceptual quality.

Method HGD R&P NIP-r3 DiffPure Adv-Inc-v3 Inc-v3¢p63 Inc-v3epea IncRes-v2ens | Avg T

DIM 26.6 16.5 15.6 26.8 25.3 19.9 19.2 9.7 19.95
TIM 35.1 34.9 32.0 543 33.0 36.2 394 29.6 36.81
cAdv 19.8 24.6 20.5 56.2 242 25.3 27.8 204 27.35
NCF 34.3 38.7 32.1 84.1 34.7 36.2 383 30.8 41.15
ACA 574 58.5 59.2 69.4 61.7 64.2 65.6 60.7 62.09
DiffAttack 60.5 51.5 55.9 78.0 62.1 60.8 62.6 544 60.73
HAM™ 69.6 59.9 61.4 83.9 68.0 67.0 66.6 60.5 | 67.11

Table 2: Comparison of attack performance across different adversarial defense approaches Metrics are averaged over 5 independent runs
for robustness.

Figure 5: Visual artifacts of different attack methods.



Attack cAdv. NCF ACA  DiffAttack HAM"*
Time (sec) 22.4 18.7 >200 29.9 21.6

Table 3: Comparison of computational cost (seconds/image).
HAM achieves high efficiency by mitigating complex initial op-
timization and single-point iterative loops.

2016), VGG-19 (Simonyan and Zisserman 2014), Inception-
v3 (Szegedy et al. 2016), and MobileNet-v2 (Sandler et al.
2018); ViT-B/16 (ViT-B) (Dosovitskiy et al. 2020), Swin-
B (Liu et al. 2021), DeiT-B, and DeiT-S (Touvron et al.
2021); and Mixer-B/16 (Mix-B) and Mixer-L/16 (Mix-
L) (Tolstikhin et al. 2021).

Implementation Details. All experiments are implemented
on a single RTX3090 GPU. The total number of inverse
steps N, is set to 30, with the reconstruction starting point
T = 12, i.e., the reconstruction begins after 7" inversion
steps from the original image. During reconstruction, we set
the momentum coefficient m = 0.9 and the initial perturba-
tion magnitude s = 0.035.

Evaluation Metrics. We adopt Attack Success Rate (ASR)
to measure the attack effectiveness, and quantify the per-
ceptual quality of generated adversarial samples at the
human visual level using the Fréchet Inception Distance
(FID) (Heusel et al. 2017) and Learned Perceptual Image
Patch Similarity (LPIPS) (Zhang et al. 2018).

BN AVG ASR(%) T —o— FID 4

0
e~ AVG ASR(%) T e

1

0.025 0.030 0.035 0.04¢
Initial Perturbation Magnitude

Origin + Internal  + Manifold-Proj + Manifold
Guidance ~ Momentum  Alignment

Figure 6: Ablation studies. Left: effectiveness of individual com-
ponents; Right: Impact of initial perturbation magnitude. A de-
tailed sensitivity analysis for the key hyperparameters, including
the reconstruction starting point and the momentum coefficient, are
available in Appendix D.

Performance Comparison

Attacks on Normally Trained Models. We compare
with a wide range of SOTA attacks, including traditional
transferability-based DIM (Xie et al. 2019) and TIM (Dong
et al. 2019) with pixel-level L,-norm constraints, as well
as unrestricted attack methods cAdv (Bhattad et al. 2019),
NCF (Yuan et al. 2022), ACA (Chen et al. 2023) and Dif-
fAttack (Chen et al. 2024). For all baseline methods, we
adopted their official implementations and the optimal pa-
rameter settings reported in their original papers. We adopt
Res-50, Mob-v2, Inc-v3, and Swin-B as the surrogate mod-
els to generate adversarial examples. Table 1 presents the
main results of attack transferability and imperceptibility,
where the identical surrogate and target models represent
white-box attacks (highlighted in gray), otherwise the at-
tacks are black-box. Our proposed method exhibits supe-
rior transferability and imperceptibility across diverse model
architectures. For attack transferability, compared to Dif-
fAttack, HAM achieves substantial improvements of ASR

with 10.2%, 13.9%, 62.8%, and 6.2% on the four surrogate
models, respectively. Compared to other baseline methods,
it achieves an average improvements over 30%. Regarding
visual fidelity, compared to existing state-of-the-art meth-
ods, the proposed method achieves improvements of 1.0-1.2
on the FID metric and 6.8%-16.7% on the LPIPS metric.
This highlights its significant advantages in balancing visual
quality and attack performance.

Fig. 5 visualizes the adversarial examples generated by
different attack methods. The adversarial examples pro-
duced by DIM and TIM exhibit conspicuous high-frequency
noise patterns. Unrestricted attack methods tend to introduce
unnatural color shifts (cAdv, NCF), semantic distortions
(DiffAttack) and even fundamental image alterations(ACA).
In contrast, HAM demonstrates superior performance in pre-
serving both visual naturalness and semantic consistency.
More visual results are available in the Appendix E.
Attacks Against Defense Methods. To evaluate the effec-
tiveness of different attack methods against existing defense
mechanisms, we select two representative types of defenses:
input pre-processing defenses (HGD (Liao et al. 2018),
R&P (Xie et al. 2017), NIPS-r3 (Thomas and Elibol 2017)
and DiffPure (Nie et al. 2022)) and adversarially trained
models (Adv-Inc-v3 (Kurakin, Goodfellow, and Bengio
2018), Inc-v3ens3, Inc-v3epes and IncRes-v2¢, (Tramer et al.
2017)). All use ResNet-50 as the surrogate model. Table 2
presents the black-box transferability results under different
defense mechanisms. HAM achieves significantly higher av-
erageachieves significantly higher average ASR compared
to existing methods across all defense mechanisms, with an
improvement of 10.5% compared to SOTA. This highlights
HAM’s superior performance against defended models.

Ablation Studies

We also conduct ablation studies to assess component-wise
contribution to the adversarial objective in Fig. 6. We use
ResNet-50 and multi-step perturbation based on CFG as the
“Origin”. The results indicate that the incorporation of self-
attention as an internal guidance plays a pivotal role in en-
hancing the imperceptibility (sharp drop of FID from 69.7 to
62.9), which enhances the stability of the image generation
process during the reconstruction by rectifying prediction
directional bias, though it does not improve transferability
alone; then, manifold-projected momentum mechanism sig-
nificantly improves the attack transferability by stabilizing
the optimization trajectory with momentum and manifold
tangent space projection on the adversarial guidance gradi-
ents; finally, the dynamic step-wise alignment mechanism
tightly aligns the reconstruction trajectory with the natural
image distribution, giving the overall performance an ulti-
mate boost in both ASR and visual quality.

Conclusion

In this work, we propose a novel diffusion-based attack that
overcomes the limitations of single-point perturbations. By
leveraging unconditional self-attention for stable guidance
and dynamic alignment for manifold regularization, HAM
achieves superior performance in adversarial transferability,
efficiency, and image quality.
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